MunucrepctBo o0pa3zoBanus [leH3eHckoi o0macTu

IHHOJIUTUKA

00pa30BaTeJILHOIO YYpPEKACHHUS B OTHOLIEHUN 00padoOTKHU
MEePCOHAJIBHBIX JaHHbBIX

2013



Conep:xkanue

O06o3HaueHus u COKPAIIICHMS. . . oottt ittt it i i teteininereeeaaaaeeenns

TGpMI/IHLI H OIIPCHCTICHHUS . ...ttt iiiiiit ittt eeetennnnnnnnnnnnananans

l.
2.

OCHOBHBIE TTOJTOMKEHIS . -« v e vttt eee e e e e e e e e e e e et e e e e e e e aans

[TpuHITMTIBEI OOECTICUCHMSI 3AIUTHI HH()OPMAITUH, COCTABIIIONICH
1(501¢10): M1 093 1 (501 €21 15 13 (PSRN

. OCHOBHBIC TpC6OBaHI/IH I10 3alIUTC I/IH(bOpMaHHI/I COCTEIBJISII-OI[IGﬁ

NMCPCOHAIBHBIC HAHHBIC. . ... .. i eie e

. [lopsimok opranu3aiu U npoBeAeHus padoT Mo 3aluTe UHPOPMAIIHH. ... .....
. [lopsinok obecrieuenus 3amuTsl HHGopmarmu mpu sxcruryataru UCT/H. ..

. [lopsiiok opranu3anuu JeJI0MPOU3BOICTBA, XPaHEHUS U 00pallleHUs

HAKOMUTENEH M HOCUTENCH MHPOPMALIHH. . ... eeeneeaeeeneeneenneanaeaneenenns

. KonTpoib cocrostaust u agpdexruBroctu 3ammtsel UCIH. ...l

13
15
16



O060o3Ha4yeHNs U COKpalleHUS

HUCIH — napopManmoHHas cucTeMa MepCOHATBHBIX TaHHBIX.

HC/I - HeCaHKIIMOHMPOBAHHBIN TOCTYII.

IIIn — nepcoHanbHBIE TaHHBIE.

IMonuTuka — mnoNHUTHKAa OOPa30BATENBHBIX YUPEKIECHUUA B OTHOIICHHUH
00pabOTKM MEepCOHATbHBIX JAHHBIX.

C3I1/In — cucteMa 3aluThl IEPCOHATIBHBIX JaHHBIX.

T3KU — rexunyeckas 3amuTa KOHPUACHIMAIBHONU HH(DOpMAIUH.

TC — TexHUYeCcKOE CPECTBO.



TepMuHbI U onpeaeeHus

ABTOMATH3HPOBAHHAsI 00pPad0OTKA MEePCOHAIBHBIX JAHHBIX — 00paboTKa
NEPCOHAIBHBIX TAHHBIX C TOMOIIBIO CPEJACTB BBIUUCIUTEIBHON TEXHUKHU.

be3zonacHocTs mHGOpMaUM — COCTOSHHME 3alUIIEHHOCTH HH(OpMaluy,
XapakTepu3yeMoe CIOCOOHOCThI0O TEXHUYECKUX CPEACTB U MHGOPMALUMOHHBIX
TEXHOJIOTUH oOecrneunBaTh KOH(MOUIECHIIMATBHOCTD, IEIOCTHOCTh U JOCTYITHOCTb
uHbopMaIK pu ee 00padoTKE TEXHUYECKUMU CPEACTBAMH.

Bupyc (KoMnblOTepHBIi, MPOrPaMMHBIN) — UCIOJIHAEMBIN POTPaMMHBIN
KOJ WM WHTEPIPETUPYEMbI HAOOp HMHCTPYKIWH, OOJamaromIuii CBOHCTBAMHU
HECAHKIIMOHUPOBAHHOI'O PAacCHpOCTPaHEHUs M caMoBocIpou3BeaeHus. Co3qaHHbIe
OyOJIMKaThl KOMIIBIOTEPHOIO BUpPYCAa HE BCErJa COBHAJAIOT C OPUTMHAIOM, HO

COXpaHSIOT  CHOCOOHOCTh K  JajbHEHIIEMY  PaclpOCTPAHEHHIO U
CaMOBOCIIPOU3BEICHUIO.
BpenonocHass mporpamma — [@porpaMma, INpeIHa3Ha4YeHHAs IS

OCYIIECTBJICHUS HECAHKIIMOHUPOBAHHOTO JOCTyMa M (WJIM) BO3JECHUCTBHS Ha
NEPCOHANbHBIE  JIaHHbIE WM  pecypchl  MHPOPMAIIMOHHONW  CHCTEMBI
NIEPCOHAIBHBIX JIAHHBIX.

JocTtyn K mH(OpPMAIMM — BO3MOKHOCTb MOJydeHUs] MHMOpPMAIIUU U €€
UCIIOJIb30BaHUA.

3amumaemass uHdgopmanus — uHPOpMAlUA, SBISIIONIASCA MPEIMETOM
COOCTBEHHOCTH M TMOJyIeXallas 3alluTe B COOTBETCTBHUM C TpPeOOBaHUSIMU
MPaBOBBIX JIOKYMEHTOB W TpeOOBaHUAMH, yCTaHaBJIMBAEMbIMU
COOCTBEHHUKOM HH(pOpMAaIIH.

NudopmanuonHasi cucTeMa NEPCOHAJbHBIX JAHHBIX — COBOKYITHOCTH
cojiepkamuxcs B 0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U 00ECIEUNBAIOIINX UX
00pabOoTKy MH(POPMAIIMOHHBIX TEXHOJOTUN U TEXHUYECKUX CPEACTB.

HcTounuk yrpo3nl Oe3omacHocTH HHpopMamum — CyOBEKT JOCTYIIa,
MaTepUAIbHBIA OOBEKT WM (PU3UYECKOE SIBIICHWE, SBISIOMIUECS MPUIUHON
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH UH(GOPMAITUH.

Haxonurenb nuHGopManMu — yCTPOKUCTBO, PEIHA3HAYCHHOE IS 3alIUCH U
(wnmu) yreHus wuHPOpMAIMUM HA HocUTenb wuHGopmanuu. Hakomutenb
uHbOpMallMM KOHCTPYKTHBHO MOJKET COJepKaTh B cebe HEOTUyKIaeMbIi
HOCHUTENIb MH(GOPMAIUH, TUO00 MOXKET ObITh MpeAHA3HAYEH JIJISl UCITIOJIb30BAHUS
CMEHHBIX HOocuTelel uH(popMalmu. Hakonurenu noapa3aeistoTcsi Ha BCTPOSHHBIE
(B KOHCTPYKTHBE CUCTEMHOTO 0JIOKa) W BHEIIHUE (MOJICOSANHIEMbIE Yepe3 MOopPT).
BceTpoennbie HaKONMUTENN MOAPA3ACIISIIOTCS Ha CheMHbIE U HEChEMHBIE.

Hapymurens 0e30aCHOCTH MEPCOHAJBHBIX JaHHBIX — (U3UYECKOE
JUIO, CIy4YailHO WM TpPEeIHAMEPEHHO COBepuIarouiee IEHCTBUS, CIEICTBHEM
KOTOPBIX SIBJISIETCS HapyllIeHHEe O€30MacCHOCTU MEPCOHABHBIX JTAHHBIX TMPU UX
00paboTke (B TOM 4YHCIE TEXHHYSCKUMH CPEACTBAMH) B HH()OPMAIMOHHBIX
CHUCTEeMax MEePCOHAIIbHBIX JaHHBIX.

HecaHKUMOHUPOBAHHBIN A0CTYN (HECAHKIIMOHMPOBAHHbIC ACHCTBUS) —

J0CcTyn K WHGOpMAIMM WIH JCUCTBUS ¢ HH(POpMAIMen, OCYIIECTBIsSEMbIE C
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HapyIIeHWEeM YCTAaHOBJICHHBIX TIPAB ¥ (MJIM) TIPABUII IOCTYIIAa K HHGOPMAINH WIIH
NEeUCTBUHN C HEM ¢ MPUMEHEHHEM IITATHBIX CPEACTB MHGOPMAIIMOHHON CHUCTEMBI
WIH CPEACTB, AHAIOTUYHBIX UM 10 CBOMM (YHKIHOHAJIBLHOMY IMpeAHa3HAYEHUIO
Y TEXHUYECKUM XAPAKTEPUCTUKAM.

Hocurear undgopmanmum — GU3UYECKUN O0BEKT, NMpeAHA3HAYCHHBIN IS
XpaHeHUs] HTHPOPMALIHH.

OO0OpaboTka MepCOHAJNBLHBIX JAHHBIX — JII000€ JeicTBUE (omepanus) Win
COBOKYITHOCTb JICCTBUI (OIepalinii), COBEpPIIAEMbIX C UCIOJIb30BAHUEM CPEICTB
aBTOMAaTU3alMM WM 0€3 HCIOJb30BaHUA TAKUX CPEIACTB C IMEPCOHAIBHBIMU
JAHHBIMM, BKJIIOYasi cOOp, 3aluCh, CUCTEMATU3ALMIO, HAKOIUIEHHE, XPaHEHHUE,
yTOuHEeHHE (OOHOBJIEHHE, U3MEHEHHE), U3BJIICUCHHE, MCIIOIb30BAHUE, NEPENavy
(pacmipocTpaHeHue, MPEIOCTaBICHUE, TOCTYIT), 00e3TNYNBaHUE, OJIOKUPOBAHHE,
yAAJIEHUE, YHUUTOKEHUE EPCOHATBHBIX JAHHBIX.

Oneparop — TOCYZapCTBEHHBIM OpraH, MYHUUUIAIbHBIA  OpraH,
IOpUINYECKOe WM (PU3MUECKOE JIMIO, CaMOCTOSITEIbHO MM COBMECTHO C
JIPYTUMHU JUIAMUA OpTaHu3ylonme U (WIKM) OCYIIECTBISAIOMME 00paboTKy
NEPCOHANBHBIX  JIAHHBIX, a TaKXKe OINpeAeNsionye IMeau  o0padoTKu
NEPCOHAIBHBIX JAHHBIX, COCTaB MEPCOHAIBHBIX JAHHBIX, MOJJIEXKAIINX
o0paboTke, eicTBUs (ONEpaIiK ), COBEpIIaeMble C IEPCOHATBLHBIMU TAHHBIMU.

IlepexBar (MHpopManmMu) — HEMpPaBOMEPHOE MOJTyYyeHHWE UHPOpPMALUU C
HCIIOJIb30BAaHUEM TEXHHYECKOTO CPEICTBA, OCYIIECTBIISIOLIEIO OOHApPYKEHHE,
npueM u 00paboTKy HH(OPMATUBHBIX CUTHAJIOB.

IlepconanibHbIe AaHHBIe — J00as MHPOpPMALKs, OTHOCALIASCA K MPSIMO
WM KOCBEHHO OMNPEIEICHHOMY WM OINpeaeinsieMoMy (pU3NYECKOMy JIHILY
(cyOBeKTy NepCOHAIBHBIX JAHHBIX ).

[Hoab30BaTesib UHPOPMAIMOHHOM CHUCTEMBbI MEPCOHAJIBHBIX JAHHBIX —
JUI0, Yy4YacTBywIliee B (GYHKIUOHUPOBAHUM HWH(GOPMAIIMOHHONW CHUCTEMBI
EepPCOHAIBHBIX JTAHHBIX WJIn HCIIOJIB3YIOIIEee pe3ynbTaThl ee
(GYHKIIMOHUPOBAHUSI.

PacnpocTrpaHeHue nepcoOHAJbHBIX JTAHHBIX — JICVCTBHUS, HAIPABIICHHbBIC
Ha PaCKpBITUE MEPCOHAIBHBIX IAHHBIX HEOMPEACICHHOMY KPYTY JIHII.

Cucrema  3amMTBI NMEePCOHAJNBHBIX  JAHHBIX  —  KOMIUIEKC
OpraHU3alMOHHBIX MEp U MNPOTPAaMMHO-TEXHUYECKHX (B TOM  YHCIIE
KpunTtorpauueckux) CpelacTB obOecreueHusi 0e30macHOCTH HHGOpMalUU B
NCII/H.

Texnuveckue cpeacrsa HHGPOPMAUMOHHONW CHCTEMBbI IEPCOHAJbHBIX
JAHHBIX — CPEJACTBA  BBIUMCIUTENBHOW  TEXHUKH, HHPOPMAIMOHHO-
BBIYHMCIIUTEIbHBIE KOMIUJIEKCHI U CETH, CPEJCTBA U CUCTEMBI Mepeayu, IpruemMa u
00pabOTKM TEPCOHAIBHBIX JIAHHBIX (CPEACTBA U CHUCTEMbl 3BYKO3aIIHCH,
3BYKOYCUJICHUS, 3BYKOBOCIIPOU3BEIECHUS, IIEPETOBOPHBIE U TEJIECBU3UOHHBIC
YCTPOMCTBA, CPEACTBA M3TOTOBIICHUS, TUPAKUPOBAHUS JOKYMEHTOB W JIpyTHE
TEXHUYECKUE CPe/ICTBA 00pabOTKU peueBol, rpadudecKoi, BUI€0- U OYKBEHHO-
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nupoBoi MHGOpPMAIUMH), MPOTPAMMHBIE CpPEACTBA (OMEPALMOHHBIE CHCTEMBI,
CUCTEMBI yIpaBjeHusl 0a3aMu JaHHBIX U T.11.), CPEJICTBA 3AIIUTH HH(OPMAIUH.

TexHuYecKHUl KaHAJ YTeYKH HH(POPMANUU — COBOKYITHOCTH HOCHUTEIIS
uHpopManmu (cpencrBa oOpabOTKU), (DU3WYECKOM Cpellbl PacIpOCTPAHCHHS
UH(OPMATUBHOTO CUTHAJIA U CPEACTB, KOTOPHIMH J0OOBIBaeTCS 3aluiliaemasi
uHopMmarus.

Yrpo3sl 0€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUU
U (aKkTOpOB, CO3JAIOMIMX OIMNACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHUCIE
CIIy4alHOT0, OCTyNa K NEPCOHAIBHBIM JaHHBIM, PE3YJIBTATOM KOTOPOI'O0 MOXKET
CTaTh YHUYTOXKEHUE, U3MEHEHHUE, OJIOKUpOBaHUE, KOIIMPOBAHHUE,
pacrpocTpaHeHue IIEPCOHATIBHBIX JAHHBIX, a TaKxe WHBIX
HECAaHKIIMOHUPOBAHHBIX JEHCTBUI MpH UX 00paboTke B HH(OPMALMOHHOU
CHUCTEME NEPCOHAIBHBIX JAHHBIX.

YHHMUYTOKEHHE TMEePCOHAJBHBIX [aHHBIX — JICWCTBUSA, B pPE3yJIbTaTe
KOTOPBIX CTAaHOBUTCS HEBO3MOXHBIM BOCCTAaHOBUTBH COJIEPKAHUE MEPCOHAIBHBIX
JAHHBIX B HMH(POPMAIIMOHHON CHCTEME NEPCOHANBHBIX JaHHBIX WU (WUJU) B
pe3ynbTaTe KOTOPBIX YHHUYTOXKAKOTCA MaTe€pUalIbHbIE HOCHUTEIU IEPCOHAIBHBIX
JAHHBIX.

Yreuka (amumaeMoi) MHEMOPMANUM IO TEXHHYECKHMM KAHAJIAM —
HEKOHTPOJINPYEMOE PacIpOCTpaHeHHE MH(OPMALUK OT HOCUTEINS 3alUIaeMOi
uHpopmanuu 4depe3 (U3MYECKYI0 Cpely [0 TEXHUYECKOTO CpEeJICTBA,
OCYUIECTBJISIOLIErO MepexBaT HHPOPMALIUH.



1. OCHOBHBIE NOJIOKEHU A

11. Hacrosmas IlonmuThka ycTaHaBIMBAET MOPSAOK OpraHU3aluu U
npoBeneHus pabor mno 3amute uHpopmanuu B HMCIIH, co3maBaeMbiXx u
AKCILTYyaTUPYEMBIX B 00pPa30BaTEIbHOM YUPEKIACHUM.

1.2. Tpe6GoBanust Hacrosie IloauTuky pacnpocTpaHsOTCs Ha 3allUTy
UHQOpPMAIMM C OrPaHUYEHHBIM JOCTYIIOM, OTHECEHHOW K uH(popMaluy,
coctasipatomen [1J1H.

1.3. TlonuTHka sBNsieTCsl JONMOJIHEHUEM K JeicTByomUM B PO HOpMaTHBHBIM
JOKyMEHTaM To BorpocaMm obecriedenus: nHpopmarmonHoit 6e3onacuoctu [1/1H, u
HE UCKITIOYAET 0013aTEeIbHOTO BHITOIHEHUS MX TPEOOBAHUI.

1.4. Tlonuthka  CIOYXUT  OCHOBOM 1 pa3pabOTKM  KOMILIEKCA
OpPTraHM3allMOHHBIX W TEXHHUYECKHMX Mep MO 00ecneyeHruio HHGOPMAIMOHHON
oe3onacHocTi [1/IH 00pa3oBaTeNbHBIX YUYPEXKJCHUH, a TAKKE€ HOPMATUBHBIX H
METOJIMYECKUX JOKYMEHTOB, 00ECIIEUNBAIOIIUX €€ PEATHU3ALHUIO.

1.5. TlonmuTuka omnpenenseT CIEAYIOIIME OCHOBHBIE BOIPOCHI 3aLIUTHI
UH(POPMAITUH:

- OCHOBHbBIE TMPUHLMUIBI M TpeOOBaHUS IO 3alUTe HHPOPMaLUH,
coctasiitroen [1/1H,

- MOPSAJOK OpraHU3aly U IPOBEAEHHs padoT Mo 3alIruTe HHPOPMALIHH,

- MOPSAOK oOecreueHusl 3aluThl MHGOpPMaluMu TpH  SKCILTyaTaluu
NCII/H,

- HOPSIIOK  OpraHU3aluy  JIEJIONPOU3BOACTBA, XPAaHEHHs W OOpallleHHs
HAKOMNUTENEH U HOCUTENEH NH(POPMALIHH.

2. [IpyHOMNnBI 06ecrieYeHUA 3aMUThl THPOPMAIUH, COCTABJIAIOIIEH
NepCoOHA/IbHbIE JaHHbIE

3ammra uHopManuu, cocrtapistomed I[1JIH momkHA OCYIIECTBISATHCS B
COOTBETCTBHUHM CO CIEAYIOIIMMU OCHOBHBIMU MPUHIIUIIAMH:

2.1. 3akoHHOCTP — mTpeamonaraeT obecrmeueHne 3amuThl [[JlH B
COOTBETCTBUM C ACHUCTBYIOIIMM B P® 3aKOHOIATEILCTBOM W HOPMATHUBHBIMU
aktamu B oOnactu 3anuthl [1JIH. Tlonp3oBaTenu u oOCTyKMBAIOIIUN MEpPCOHAI
UCTI[lH nomxHBl OBITH OCBEJOMJICHBI O TIpaBWiIaX M TOpsAIKEe padOThl ¢
3amuiaeMoi nadopMaimeit 1 00 OTBETCTBEHHOCTH 3a MX HapyIICHUE.

2.2. CHCTeMHOCTb — TIpeAmoJiaraeT yd4eT BCEX B3aMMOCBS3aHHBIX,
B3aMMOJICCTBYIOIIUX M HU3MECHSIONIUXCS BO BPEMEHH SJIEMEHTOB, YCIOBUUA U
(bakTOpoB, CYIIECTBEHHO 3HAYMMBIX I MOHUMAHUS W PEIICHUS MPOOIEMBI
obecnieuenus 6ezomacHoctu [1Ia UCITdH.

2.3. KomriekcHOCTh —  mpeamnosiarae€T COrJIaCOBAHHOE MPUMEHEHHUE
Pa3HOPOAHBIX CPEACTB M CHUCTEM IMPU TOCTPOCHUH KOMIUIEKCHOM CHCTEMBbI
3aIUThl “HGOPMAIIWH, TEPEKPHIBAIOIICH BCE CYIIECTBEHHBIC KaHAJbI peaIu3aluu
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YIpO3 U HE coeprKalel ci1adbIX MECT Ha CThIKaX OTAEJIbHBIX €€ KOMIIOHEHTOB.
JIJist KakI0T0 KaHaia yTeuykd MHOpMAIUU U I KaXI0i yrpo3bl 0€30MacHOCTH
JOJKHO CYIIECTBOBaTh HECKOJIBKO 3alIUTHBIX pyoOekeil. Co3maHue 3allluTHBIX
pyOexkel OCYIECTBISETCI C YYETOM TOro, 4YTOOBI I HX MPEOJ0JICHUS
NOTEHIIMAIIBHOMY 3JI0YMBIIIEHHUKY TPEeOOBaIUCH MPOdeCCHUOHATbHBIE HABBIKU B
HECKOJIbKUX HEB3aUMOCBSI3aHHBIX 00JIACTSIX.

2.4. HenpepbiBHOCT, — mnpennonaraet (ynkiuonupoBanue C3I1[IH B
BHJIE HENPEPHIBHOIO  LEJIEHAIIPABICHHOIO MpoLecca, MPEaroaararomero
MIPUHATUE COOTBETCTBYIOIIMX MEp Ha BCeX 3Tamax *ku3HeHHoro nukina MCII/IH.
NCIIIH n0KHBI HAXOUTHCS B 3alUIIIEHHOM COCTOSIHUM Ha MPOTS>KEHUU BCETO
BpeMEHH UX (YHKIIMOHUPOBAHUA. B COOTBETCTBUU C 3TUM IMPUHLIUIIOM JIOJI>KHBI
NpUHUMaTbCsd Mepbl He gomyckaromue nepexon MCII[IH B He3amunieHHOE
COCTOSIHUE.

2.5. CBOEBpPEMEHHOCTb — MPEINOJIaraeT YNpexAarolIuil XapakTep Mep
obecrnieuenus 6e3omacHoctd I1JIH, TO €CTh MOCTAaHOBKY 3a7a4 MO KOMILIEKCHOM
samute UCIIH u peanuzanuio mep odecnieuenus 6ezonacHoctu [1/]n Ha panHMX
cranusax paspabotku VCIIIH B 1eqoM U ee cUCTeMbl 3alluThl HHGOpMaluu, B
YaCTHOCTH.

2.6.  CoBeplIEHCTBOBAaHUE — IIpeAnoaraeT IIOCTOSTHHOE
COBEpUICHCTBOBAHME MEp M CpPEICTB 3allUThl HH(OpPMALMM HA OCHOBE
KOMIUIEKCHOTO TIPUMEHEHUs OPraHU3AallMOHHBIX W TEXHUYECKUX PELICHHM,
KBaIM(UKALMK NTepcoHala, aHanu3a pyHkuuonuposanust UCIIIH u ee cuctemsl
3aIUTHI C YY€TOM U3MeHEeHHI ycnoBuil pyHkunonupoanuss UCII/IH, nosBieHus
HOBBIX METOJOB M CPEACTB IepexBara MH(GOpMalMu, U3MEHEHU TpeOOBaHMIA
HOPMATUBHBIX IOKYMEHTOB 10O 3amuTte [1/{H.

2.7. IlepconanmpHasi OTBETCTBEHHOCTh — TMPENAINOJIAracT BO3JIOKCHHE
OTBETCTBEHHOCTH 3a obecneuenue Oe3omacHoctd [1J]Iln m UCII/IH Ha Kaxkmoro
UCIIOJIHUTENA B IIpeJenax ero noJJHOMOYMN. B COOTBETCTBUU C 9TUM IPUHLUIIOM
pacrpeziesieHue npaB U 00s3aHHOCTEN UCIOJHUTENEH CTPOUTCS TaKUM 00pa3oM,
9TOOBI B Cliydae JIt000ro HapyIIeHHUs] KPYT BUHOBHUKOB ObLT YETKO U3BECTEH WU
CBEJICH K MUHUMYMY.

2.8. MuHuManbpHasi JIOCTaTOYHOCTh — MPEAINOoJaraeT MNpeaoCTaBICHHUE
UCTIOJIHUTEIISIM MUHUMAJIBHO HEOOXOMMBIX TpaB nocTymna K pecypcam UCII/IH B
COOTBETCTBUM C MPOM3BOJICTBEHHOW HEOOXOJIMMOCTBIO, HA OCHOBE MPUHIIMIA
«3aMpeIIeHO BCe, YTO HE Pa3pelIeHO IBHBIM 00pa3oM».

2.9. T'mOKoCTh CHCTEMBI 3aIIUTHI — MPEAIoaracT HaIMIre BO3MOKHOCTH
BAPBUPOBAHUS  YPOBHEM  3AUIMIIEHHOCTH TIPU  HM3MEHEHUU  YCJIOBUU
¢bynxunonuposanus UCIT/IH.

2.10. OO0s3aTenbHOCT, KOHTPOJST — MpeArojaraeT o0s13aTeIbHOCTh U
CBOEBPEMEHHOCTb  BBIABICHUS W IIPECEYEHUs  IIONBITOK  HApyILIEHUs
YCTaHOBJICHHBIX MpaBui oOecnedeHus Oe3zomacHoctd [IJ[H Ha ocHoBe
UCIIOJIb3YEMBIX CHCTEM U CpeacTB 3amuThl uHpopmauuu. KouTpons 3a
NEATEIBHOCTBIO KaXJOr0 II0Jb30BATENs], KAXKIOIO0 CpEACTBA 3allUuThl U B
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OTHOLICHHNHK Kaxao0ro 00BbeKTa 3alIUTBl OOJIKCH OCYIICCTBIIATLCA HA OCHOBC
IMPUMCHCHUA CPEACTB KOHTPOJIA M PCrUCTpalliyi H JOJDKCH OXBATbhIBATh Kak
HCCAHKIMMOHHUPOBAHHBIC, TAK 1 CAHKIIMOHUPOBAHHELIC I[CﬁCTBHSI I10JIb30BATEIICH.

3.0CHOBHbI€ TPeGOBaHUSA MO 3alUTEe HHPOPMALUM COCTABJIAIOLIEN
nepcoHa/ibHble JaHHbIE

3.1. 3amwuta undopmarmu B UCIIIH aBriseTcs HEOTHEMIEMOU COCTaBHOMN
YacThl0  YNPaBIEHYECKOM M HAYYHOM JIEATEIbHOCTH  00pa3oBaTe’IbHOIO
YUPEKICHUS U JIOJDKHA OCYLIECTBISATHCA BO B3AMMOCBSI3H C IPYTHUMH MEpaMHU IO
3ammTe nHopMaluu, coctapistomen [11H.

3.2. 3ammTa wuHGOPMAIMKM SBISETCS COCTABHOM 4YacThio paboOT 10
co3manuto u okcrryatanmu  WCIIJJH ©u  gomKHAa  OCYIIECTBIATHCS B
YCTAHOBJIEHHOM HacTtosme [lonmuTukoil mopsike M pealn30BBIBATHCS B BHJIE
CHUCTEMBI (TTOACHUCTEMBI) 3amuThI T1/]H.

3.3. 3amuTta wHOpPMAIMK JOJKHA OCYIIECTBISATHCA IOCPEICTBOM
BBIIIOJTHEHUSI ~ KOMIUIEKCA  MEPOINPHUITHN 1O MOPEAOTBPAILICHUIO  YTEUKHU
uHpopManMu MO TEeXHHMYEeCKMM KaHaitaMm, 3a cuer HCJ k Heil, 1o
NpEeAYNPEKICHUIO MPETHAMEPEHHBIX MPOTPAMMHO - TEXHUYECKUX BO3JEUCTBUM C
LENbI0 HApYIICHUS! 1ETOCTHOCTH (YHUYTOXKEHHUsI, UCKaKEHUs1) MHPOpMAIUU B
mporecce ee  oOpabOTKM, TMepeladyd U XpPaHEHHs, HapyIICHUs  e€e
CaHKIIMOHUPOBAHHOM TOCTYMHOCTU U paboTocnocodbHoctu TC.

34. B UCIIIH [0KHBI HWCIONB30BATHCS CEPTHPHUITUPOBAHHBIC TIO
TpeOOBaHUSIM 0€30MaCHOCTH HMH(OPMAIIMK CPEJCTBA 3alUThl WHOOpPMAIUU |
(MMM) TEXHUYECKHE W OPraHU3AlMOHHBIE PEIICHUS, HCKIIOYAIOIINE YTEUKY
nHpopmaluu 1o TEeXHUYEeCKUM KkaHajaMm, 3a cuer HCJI, mpenympexparoiiue
HapyIIEHUE TEJTOCTHOCTH HH(POPMAIIUK U €€ CAHKIIMOHUPOBAHHOMN JTOCTYITHOCTH.

3.5. 3ammra wHOpMarmu JOMKHA OBITh  AuddepeHIMpoBaHHONW B
3aBUCHUMOCTH OT TPUMEHSEMBIX TEXHUYECKHX CpEJCTB, 00pabaThIBAIOIIMX

uHbopmarmo, coctaBisonyo [1J[H, ycTaHOBIEHHOTO YpOBHS 3aIIMIIIEHHOCTH



NCII/IH, ycranoBnenHoro kimacca UCIIInH u yrBepxkaennoit aiia MCI/In monenu
yIpo3.

3.6. Bce wucnonb3dyembie B MCII[H cpeactBa 3amuThl HHpOpMaIuu
JIOJDKHBI OBITh TIPOBEPEHBl HA COOTBETCTBHE OTPAHUYCHUAM U  YCIOBHUSAM
AKCIUTyaTalluy, U3JI0KEHHBIM B CEPTH(PUKATE COOTBETCTBHUS, IKCIUTYyaTAllUOHHOM
JOKYMEHTAIMu Wik (GopMyssipe (I TEXHHUYECKHMX M TPOrPaMMHBIX CPE/ICTB
3amuTHl THGOPMAIIHH COOTBETCTBEHHO ).

3.7. O6padborka mHbopManuu cocrapistomeit [IJ[H ocymecTBasercs Ha
OCHOBaHUU MUCBMEHHOT'O pa3pereHus (mpukasza) PYKOBOIMTENS
00pa30BaTEIBHOIO YUpEKIAEHHS, B KOTOpoM 3kciuryatupyercs UCIT/IH.

3.8. OTBeTCTBEHHOCTh 3a 00ECHEUYEHUE BBIIOJHEHHUS YCTaHOBJIEHHBIX
TpeOOBaHMII MO 3alUTe MHPOPMALMUKA BO3JIAraeTCs Ha PYKOBOAMTENS
00pa30BaTEIbHOIO YUPEKIEHHUS, B KOTOPOM CO3JAE€TCs (COBEPILUCHCTBYETCS) U
skcruryatupyercs UCTT/IH.

3.9. Bce UCII[H pgomxHBI TOpOHTH  OHEHKY  3(PGEKTUBHOCTH
IpUHUMaeMbIX Mep o obecneuenuto 6ezonacHoct I1/IH 1o Hayama obpaboTku

uH(popMaimu cocrasisitomei [1J1H.

4. llopAAOK OpraHvsallud M MpoBeJeHMA padoT Mo 3aluTe
uHpopmManuu

4.1. Opranuzanuss paboT moO 3ammuTe HWHOOpMAIMK BO3JaraeTcs Ha
PYKOBOIUTENSA 00pPa30BaTEIBHOTO YUPEKIEHUS, OCYIIECTBISIONIETO pa3pabOTKy
(mopepuu3anuio) u (win) sxcruryararuto UCITJIH.

4.2. Opranuzanusi W TpoBeAeHHEe paboT To 3ammTe HHPOPMAIINH,
cocrapisitoielt [IJ[H Ha pa3nuyHbIX cTaausx pa3pabOTKH, BHEIPEHUS W
skcrmyatanuun UCII/In onpenensercs aeiictByromumMu B PO HOpmaTUBHBIMU
JIOKYMEHTAMH ¥ HACTOSIIUM IOKYMEHTOM.

4.3. Tlpoenenue pabot no 3anmure uHbopmaiuu, cocrapistoment [1/]H,

OCYHICCTBIACTCA CUIIaMU O6paSOBaTCHBHOFO YUPCIKIACHUA, B KOTOPOM CO31aCTCA
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(coBepiieHCTBYETCS) NCIT1n. B cirydae HEBO3MOXXHOCTH  WJIH
HEIEJIECOO0PA3HOCTH BBIMOJHEHUA PA0OT MO 3aluTe HHPOpPMAIUH CUJIAMH
00pa3oBaTENBLHOTO YUpPEXKACHUS K HOTUM padoTaM JOJKHA MPUBJICKATHCS
CHeIMaIN3upOBaHHAs OpPTaHMW3AIUS, UMEIOIIAas COOTBETCTBYIONINE JIMIICH3UU Ha
IpaBo BBINOJIHEHUS padoT U okazanus yciyr nmo T3KU.

4.4, Ctaguu co3aHMs CUCTEMBI 3aIlIUThl HH(POpMAITUH:

—  IlpeampoekTHas ctamus — BKJIIOYACT MPEINPOCKTHOE OOCIEIOBAHHE
cO3/1aBacMOM NCIIdH, pa3paboTKy aHAJIMTUYECKOTO 000CHOBaHUS
HEOOXOJUMOCTH CO3JaHUSl CUCTEMbl 3alUThl MHPOPMAIMM M TEXHUYECKOTO
3aJlaHuUs Ha €€ CO3/aHMe.

—  Cragusa npoekTupoBanus (pa3pabOTKH TMPOEKTOB) W peau3aliu
NCTIIn — Brmouaet pa3zpadotky C3I1/In B cocraBe UCIT/IH.

—  Craaus BBoga B aerctBue cuctembl C3IIJI[H — BKJIIOYAET ONMBITHYIO
AKCILTyaTaIMIoO ¥ MIPUEMO-CIaATOYHBIE UCTIBITAHUS CPEICTB 3alUTH HH(OpMAITUH,
a TakkKe OIEeHKY J((EKTUBHOCTH MNPUHUMAEMBIX MeEp MO 00ECHEUYEHHUIO

oe3onacuHoctH I1/]H.

5. llopsAaoK o6ecneyeHUsA 3aMUTHI MHPOPMALMU MPHU IKCIUTyaTalHH
UCI /I

5.1. Dxcmnyarammss WCII[IH  gomkHa OCYIIECTBISATHCA B MOJHOM
COOTBETCTBUU c YTBEPKIACHHOU IIPOEKTHOU, OpraHu3alMoOHHO-
pacnopsiANTEIbHON U AKCIUTyaTanmoHHo# nokymenTanuend MCIT/H.

5.2. OTBETCTBEHHOCTH 3a o0OecreUeHNe 3aluThl HHOOPMAIIMHU B MPOIecce
skcrutyataiun - MUCIIJIH  Bo3maraercs Ha pyKOBOAMTENS 00pa3oBaTEIbHOIO
yUpeXAEHUsI, B BeAeHUM KoToporo Haxoautcs 3ta MCIT/IH.

5.3. OTBETCTBEHHOCTh 3a COOJIFOJICHHE YCTAHOBJICHHBIX TPEOOBAHMMA I10
3ammTe wuHopmarmu npu  ee oOpadotke B MCII[IH Bosnmaraercs Ha
HEMOCPEICTBCHHBIX VCITOJIHUTEIICH NCIIn (Tmonp30BaTeseH,

aIMUHUCTPATOPOB, OOCTY>KUBAIOIIHI TIEPCOHAT).
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5.4. 3a HapyiieHre yCTaHOBIEHHBIX TPeOOBaHHM MO 3amIuTe HHPOPMAIIH
PYKOBOAMTENb 00pa30BaTEIbHOTO YUPEKACHUS, B BEICHHUH KOTOPOTO HAXOJUTCS
UCII[IH wu (wiM) HENOCPEJCTBEHHBIH  HMCIOJHUTEIL IPUBJICKAIOTCA K
OTBETCTBEHHOCTH B  COOTBETCTBHUM C  JAeucTByromuM B PO

3aKOHOJAaTCIIECTBOM.

6. llopsiA0OK opraHu3anuM Je/IONPOU3BOACTBA, XpaHEHUA U
OOpalleHMs] HAKONUTeJIed M HocuTeier MHGopManuu

6.1. Bce makonutenu um Hocutenn uHopmanmu coaepxamue [1/IH Ha
OyMaXHOM, MAarHUTHOM, MarHUTO - ONTUYECKOW U MHOM OCHOBE, UCIIOJIb3YyEMbIC B
TEXHOJIOTHMYeCKOM Tiporiecce o0pabotku undopmarmun B MCII[AH, moamexar
y4eTy, XpaHEHUI0 ¢ OOpallleHUI0 B COOTBETCTBUM C TpeOOBAHUSIMU
KOH(UICHIIUATLHOTO JCIONPOU3BO/ICTBRA.

6.2. Opranu3zanus W BeACHUE ydeTa Hakomwmrtened u Hocuteneid [1/1H,
OpraHu3anmsi WX XpaHEHWs, OOpAIICHUS W YHUYTOXEHUS OCYIICCTBIISIOTCS
OTBETCTBEHHBIMU JIEJIONTPOU3BOAUTEIIAMU KOH(HIEHIINATIEHOTO
JeIIOTIPON3BOICTBA.

6.3. 1[I, momxHbl 000COONATHCA OT MHOW WHGOPMAIMH, B YaCTHOCTHU
nyreM ¢UKcAllMl WX Ha OTACNBHBIX MaTepualnbHbiX Hocutensx [I[IH, B
CIICHMAIBHBIX pa3iesiax Wi Ha moJisiXx GpopM (O1aHKOB).

6.4. [lpu ¢ukcammu [1/In HA MaTepuambHBIX HOCHUTENAX HE JOMYCKAeTCs
¢ukcanus Ha ogHOM MaTepuanbHOM Hocutene I1/[H, uemu oOpaboTKU KOTOPBIX
3aBEIOMO HE COBMECTHUMBI.

6.5. lns oOpaboTku paznumunbix kareropuii [1J[H, ocymiectBisiemoit 6e3
WCMOJIb30BaHUs CPEJICTB aBTOMATU3alUM, Il Kaxkaou karteropuu [1/[H momkeH
UCIIOJIb30BATHCS OT/IETBHBIN MaTepUabHbIN HOCUTET.

6.6. O6pabotka II/lH 06e3 wucCHoOJL30BaHUS CPEACTB ABTOMATH3ALUU
JIOJDKHA OCYIIECTBIISITECA TakUM 00pa3oM, 4YTOObBI B OTHOIICHHHM KaXKJIOU

kareropuu [1J]IH MoxHO ObLITO onpenenuTh MecTa xpaHeHus /{0 (MaTepuanbHbIX
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HOCHUTEJIC) U yCTaHOBUTH MEpEeUeHb JHUI], OCyIIecTBIsAomux oopadoTky I1/1n
100 UMEIOIIMX K HUM JIOCTYII.

6.7. JlomxHo obOecnieunBaThes pazzaenbHoe XpaneHue [1/]n (MaTeprambHBIX
HOcuTenel), 00paboTKa KOTOPBIX OCYIIECTBIISACTCS B PA3JIMUHBIX IIEJISX.

6.8. [Ipu xpaHeHHMM MaTEpHAIbHBIX HOCHUTENECH JOKHBI COOJIOAATHCS
yclioBUs,  obOecneuuBarompe  coxpanHocts [/l w  uckirodaromniye

HGC&HKHHOHHpOBaHHLIﬁ K HUM OOCTYII.

7. KonTpoub coctossHus U 3¢ PpekTuBHOCTH 3amiuThl UCITAH

7.1. B UCII[lH nmomKeH OCYIIECTBIATHCS KOHTPOJAb W (WJIM) ayauT
cootBeTcTBUsl 00pabotku [1/In nedictByromum B P® 3akoHOmaTenbCTBY u
TpeboBanusm k 3ammute [1/IH, a Tak »xe HacTosimed [lonmuthke W JIOKAIBHBIM
aKTaM 00pa30BaTEIBHOTO YUPEIKICHUS.

7.2. KoHTpomnb 3aKiro4aeTcs B OLEHKE BBINOJHEHUS TpeOOBaHMIA
HOPMAaTUBHBIX JOKYMEHTOB, OOOCHOBAaHHOCTM TIPUHSTHIX MEp U  OICHKE
3¢ (HEKTUBHOCTH MPUHATHIX Mep 110 ooecnieueHuro [1/1H.

7.3. Kontponb mogmpasfenseTcss Ha  ONEpaTUBHBIA W TUTAHOBBIN
(mepuoauvecKuit).

7.4. B npornecce skcrnyatanuun UCITJIH B nensx 3amuTel ”HOOPMAIUH OT
HC/JI ocymecTBIsIOTCS ONEpPAaTUBHBIM KOHTPOJIb U MEPUOINYECKUI KOHTPOJIb 3a
BBITIOJIHEHUEM HCTIOJHUTEISIMU  TPeOOBAaHMM JNEUCTBYIOIMX HOPMATHUBHBIX
JIOKYMEHTOB 10 BOIIpocaM oOecrieueHust 6e30nacHoCTy 1 3amuThl [1]1H.

7.5. C 1enp0 CBOEBPEMEHHOTO BBISIBJICHUS M MPEJOTBPAIICHUS YTEUKHU
uHbOpMaIMK, HWCKIIOYeHHS uiu cymecTtBeHHoro 3arpynHenus HCI wu
MPEIOTBPAIICHUS CIICIMATBHBIX BO3ACHCTBHI (MMPOrpaMMHO-TEXHUYECKHUX U JP.),
BBI3BIBAIONINX HApPYIICHUE [ETOCTHOCTH MHGOPMAIMKN UM pabOTOCIIOCOOHOCTH
texHuueckux cpeActB, B MCIIJIH o0pa3oBaTeNbHBIX YUPEKIACHUN MPOBOIUTCS
MJIAHOBBIN MEPUOIUYECKU (HE peke OJHOr0 pasza B roj) KOHTPOJIb COCTOSIHUS

3aIIUTHI HHPOPMAITUH.
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7.6. Ilpu mpoBeneHHUU TIJIAHOBBIX MPOBEPOK OCYIIECTBISETCS KOHTPOJIb
BeJIeHUs] yueTHOW nokymeHTaumu, 3anuuieHHoctd MCIIIa ot yreuku IIJ[H mo
TEXHUYECKUM KaHajaM, BBIOOPOYHBINM KOHTPOJb COJAEPKUMOIO HAKOMUTEIeH U
HOcHUTeNel nHpopMaIuu, 1 T.11.

7.7. Pe3ynbrarbl KOHTpOJIE OGOPMIISIOTCS aKTaMH, 3aKIIOYEHUSMH U

3alIMCsAMHU B BKCHJIyaTaHI/IOHHOﬁ JOKYMCHTAaIIUU.

14



